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Understanding the risks in future energy development

» Economist- worked in traditional forecasting, investment
advisory services

» Doctoral work focused on long-term mitigation; how to
transition towards more sustainable energy

» More and more difficult to only quantitatively understand
energy consumption and production

» Moved to World Energy Council to work on scenarios-
Important to understand the human factor and non-market
factors

» What the future of energy looks like depends on our
decisions today

» Key to this is risk mitigation and opportunity identification

© World Energy Council 2014



Investment needs to 2035 (US $TRILLIONS)

6.3
10.2 ‘ 4.7
v .. 69
4.1 3.5

Non-OECD Asia:
12.7

OECD Asia:

2.6

| Biofuels
I Efficiency

*Includes generation, transmission and distribution

TOTAL NEARLY $50T DOLLARS



Issues Monitor: Global
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Issues Monitor: North America
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Risk mitigation in the energy sector

» Risk mitigation is about understanding the inputs and having
the ability to accept the uncertainties at a project level and
adapt to them

» Energy infrastructure needs to be continuously adaptable to the
current environment

» Emerging risks need to be better understood:

« to enable the development of appropriate technical and
design responses and

« To understand the financial implications.

© World Energy Council 2014



What i1s at risk?

Meeting energy
demands

Secure energy is critical
to maintaining and
driving economic
growth.
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Delivering social Minimising

benefits environmental impacts
Energy must be The impact of energy
accessible and production and energy
affordable at all levels of use on the environment
society. must be reduced.
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Different drivers of change

Pre-determined Factors that shaped Pre-determined
world energy 1970 - 2015 elements 2015-2060
oo Population/  Global population grew 2x Global population will grow
000 yorkforce (1.7% p.a.) 1.4x(0.7% p.a.)

m

E New ICT revolution Pervasive digitalisation;
00000 technologies  Productivity growth rate of 1.7% p.a. combinatorial impacts and
productivity paradox
C Planetary 1900+ Gt CO, consumed 1,000 Gt CO2 consumed
boundaries to 2100 for the 2°C target
@ Shifts in Rapid economic rise of developing nations ~ 2030: India is most populous
000
P Growing role for global institutions e.g. country

UNFCCC, IMF, WTO, etc. including G20 2035-45: China is the
world’s largest economy
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TOTAL PRIMARY ENERGY SUPPLY BY REGION

(Source: World Energy Council)
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EXAMPLES OF EXTREME WEATHER EVENTS AND THEIR CONSEQUENCES TYPES OF EXTREME WEATHER EVENTS

(1994-2015) BY REGION
o EASTERN CANADA. January 1998, ice storm toppled o NORWAY. 2006, a severe storm set adrift a drilling rig 15 PHILIPPINES. November 2013, Typhoon Haiyan S,
hundreds of transmission towers and downed 120,000 in the North Sea off the coast of Norway. crippled critical infrastructure including transmission @ ,l,:r,"‘ "'r,::,
siribation Ries.. Rebalih X A
m of power fnge: o FRANCE. July 2009, due to a long-lasting heat ::gr:‘asl::::??:ot:el:azhdiﬁlsal 8:::"“::::;:?‘; GOP. £ ** ’ ?'4 t
ONTARIO, QUEBEC. December 2013, ice storm left wave, about 20 GW of France's overall 63 GW of 5
600,000 customers without power. Estimated total cost nuclear power capacity had to be shut dawn 'orcmg 16 NEW ZEALAND. March 1998, a failure of four HURRICANES/
of the storm for the municipal electricity distribution the to import icity from high-voltage transmission cables, partly due to high °°"°’"E‘W HEAT W‘HV1E,’ ng’c“ S oobNio °°WE°TWE
company was CA$13 million including CA$1 million in countries. demand caused by hot weather and less-than- optimal
lostretentic: o GERMANY. 2006, the Isar nuclear power plant cut :;r:::,g'r?; :?:;sgf J?ehda::‘; ‘:;IZ(: flnzp;:lll:; ::‘:s
° us, GULF OF MEXICO. 2004-2005, due to production by 60% for 14 days due to excess river 2 ® i
5 g costs arising from associated lawsuits.
126 oil and gas were temperatures and low stream fiow in the Isar river.
" . 17 A
Gestroyed and 153 werel damagod @ P, 2004-2005, a crougnt reduced hycroslectic T D e e
° BRAZIL. December 2014, due to drought, biggest production resulting in losses of US$123 million. D N :
dams in Brazil were at 1 G“/Iu of capacity. Br’azil in Taiwan, the biggest power loss ever to result from a
relies on hydropower for over 80% of its electricity 0 f;::.ﬁl? g'l‘:aAr\'giTlicé:::: rl\lrirfmr:‘rgepe'::;afrost typhoon fn Tabwan's history:
generating capacity. sl pipaiine sp) 18 INDIA. July 2012, a heat wave led to high energy Europe - - - -

e BRAZIL/PARAGUAY. November 2009, heavy rains

and winds caused transformers on a key high-voltage
transmission line to short-circuit, causing 20 turbines of
the world's second largest hydroelectric dam to shut
down. An estimated 87 million people were affected by
power loss.

© cHiLE March 2015, torentia storms with the
equivalent of 7 years’ worth of rain in 12 hours left

thousands without electricity due to impact on

transmission lines and dam flooding.
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160,000 tons. Correcting pipeline damage and
deformations costs the Russian oil and gas industry
US$1.8 billion annually.

AUSTRALIA, QUEENSLAND. 2010-2011 deluges

swamped coal mines, driving the cost of thermal coal
burned in power plants to a 30-month high.

PAKISTAN. September 2010, flooding led to a
month-long shutdown of the country’s largest oil
refinery, contributing to the country’s electricity deficit.

CHINA. August 2015, a typhoon impacted hydropower
production, and caused dam failure which led to further
3 nd H ¢
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demand and triggered the largest electricity blackout in
history affecting 670 million people, about 10% of the
world population.

ZAMBIA. June 2015, a drought led to decreased water
levels at hydroelectric plants and cuts of nearly 25% of
the country’s electricity generation.

KENYA. 2009, a drought led to two months of power
rationing as more than 30% of electricity generation
came from hydropower at the time.

MOZAMBIQUE/SOUTH AFRICA. January 2013,
flooding in Mozambique cut power exports to

South Africa by half as key power lines to South Africa
were damaged.

13




Changing demographics
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Trade-offs become more complicated

Final choice

Trade-offs
(choices)

Opportunity cost
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Risk landscape is changing

E) usa, 22
POWER GEMERATION

Human error  wirus

& U5 power utility™s ICS was infected with the

Maripasa virus when a 3rd-party technician
used an infected USE drive to upload

software to the systems. The virus resufted in

downtime for the systems ard delayed plant
restart by approsimately 3 wepics.

) usa, 2013

NON-ENERGY INFRASTRUCTURE
Malware

The small Bawman Asenwe Dam, near
Mew Yark City, is used for flood contral
rather than power generation. Hackers
gained partial access to the dam's systems
using standard malware, highlighting the
vulnerability of all infrastructures.

) UKRAINE, 2015

POWER GRID

Hacking f human error

This well -planned hack on 3 power-
distribution companies caused outages to
EB0,000 energy customaers, It is the first
kmown hack to cause a power outage. The
hack began with a spear-phishing campaign
targeted at the companies” IT staff.

© World Energy Council 2014
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The sophistication and
number of cyber-attacks
is growing.

ogooo

The first real incidents in
the energy system have
been experienced.

By 2018 the oil and gas
industries could be spending
LIS31.B7 billion each year
an cyber security.



Developing resilient energy infrastructures

» Avoiding traditional design and moving towards smarter

systems

« Decentralized energy systems

« Developing micro grids

 Integrating more renewables into existing energy systems

 Improving efficiency of existing infrastructures through upgraded cooling
systems

* Developing better uses of waste water

 Big data or installing technology can help to improve these systems through
monitoring measures

© World Energy Council 2014



Financing new infrastructures

» This all comes with a huge price tag for the now and requires

new thinking for the future

» Financial community needs further incentive, and guarantees,

that investment will come to fruition

» Modelling needs to be updated and coordinated with better

Information
» Insurance needs regulation to be able to fill in
» Government cannot often afford, or agree, as to what to do

» Consumers do not think they should pay more

© World Energy Council 2014 15



Building systemmic resilience

» Stakeholders need to work together in new ways

» As we have flexible technologies, we need to develop flexible

frameworks for resilience

» What is the role of the regulator? The consumer? The grid

operator? The generator?

» Key to resilience is embracing technical creativity and

approaching this with regulatory and financial stability

© World Energy Council 2014 16



